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INTRODUCTION 
Lionheart Camp for Kids (Lionheart) is committed to ensuring the responsible, secure, 
ethical and lawful use of information technology (IT) resources and digital systems within the 
organisation.  
 
Information Technology and Digital Systems are fundamental to the delivery of Lionheart's 
services, governance, fundraising, and operations. They enable the organisation to 
communicate, deliver programs, securely manage information, receive donations, 
collaborate with partners, and continually improve services. With these opportunities comes 
a responsibility to protect information, manage cyber security risks, maintain community trust 
and ensure that the technology we use is done so with care. 
 
This policy establishes a clear framework for the governance, use, security, and 
management of Lionheart's IT systems, digital platforms and Artificial Intelligence (AI). It 
outlines the responsibilities of the Board, employees, volunteers and contractors with 
organisational and participant information and maintaining secure digital practices.  
 
At Lionheart, we recognise that technology continually evolves. This policy supports a 
culture of continuous improvement, and aligns with Australian cyber security guidance, 
including the Australian Signals Directorate (ASD) Essential Eight Maturity Model, and 
ensures compliance with Western Australian (WA) and Commonwealth (Cth) legislation and 
Australian Charities and Not-for-profits Commission (ACNC) governance standards. 

 
PURPOSE 

The purpose of this policy is to: 

• Ensure the appropriate use of IT resources within Lionheart. 

• Safeguard organisational, participant, Board, employee and donor data. 

• Establish clear governance arrangements for digital systems, online platforms 
and AI. 

• Protect IT systems from cyber threats and misuse. 

• Strengthen Lionheart’s cyber security capability through continuous 
improvement aligned with the ASD Essential Eight. 
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• Outline roles and responsibilities for digital assets, websites, online fundraising 
platforms and organisational domains. 

• Support compliance with applicable Commonwealth and WA legislation and 
ACNC Governance Standards. 

• Support operational continuity through secure information management, backup 
and recovery processes. 

 

DEFINITIONS 

• Artificial Intelligence (AI): Technology capable of generating content, 
analysing information, recognising patterns or supporting decision making 
using machine learning or other computational techniques. In short, AI 
simulates human intelligence, using machines that are programmed to think 
and learn like humans. 

• Cyber Security: Measures taken to protect IT systems from unauthorised 
access, attacks, and data breaches. 

• Data Breach: Unauthorised access, disclosure, or loss of personal or sensitive 
information. 

• Digital Asset: Any organisational digital resource including websites, domain 
names, hosting accounts, cloud services, social media accounts, software 
licences and online platforms. 

• Domain Name: An internet address registered on behalf of Lionheart for 
websites, email services or other online purposes. 

• IT Resources: Includes computers, mobile devices, software, cloud services, 
email, internet, and network access. 

• Malware: Harmful software designed to damage, disrupt, or gain unauthorised 
access to IT systems. 

• Multi-Factor Authentication (MFA): A security process requiring two or more 
verification methods for access. 

• Sensitive Information: Information relating to participants, volunteers or staff, 
donors, financial information or other confidential organisational information 
requiring enhanced protection. Sensitive information may include information 
or opinions about any individual’s racial or ethnic origin, political opinions or 
associations, religious beliefs, sexual orientation or practices, criminal record, 
health or genetic information and some aspects of biometric information. 

 
ROLES AND RESPONSIBILITIES 
Board • Provide governance and oversight of IT and cyber security 

risks 

• Ensure technology risks are appropriately identified in the 
risk register 

• Approve significant technology investments 

• Monitor organisational compliance with policy and 
procedure 

CEO • Ensure appropriate governance are approved for IT 

• Ensure sufficient resources are allocated to maintain secure 
IT systems 

• Approve significant technology changes and drafting 
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proposals to the Board for approval 

Operations Manager • Implement this policy 

• Manage organisational information systems 

• Oversight of approved software and digital platforms 

• Coordinating cyber security awareness 

• Approve user access 

• Coordinate responses to technology incidents and data 
breaches 

• Ensure technology providers meet organsiational 
requirements 

Employees, 
Volunteers and 
Contractors 

• Comply with this policy 

• Protect organisational information and maintain 
confidentiality 

• Report suspected cyber security incidents immediately 

• Use technology responsibility and professionally 

IT Service Providers • Maintain secure technology infrastructure 

• Implement agreed security controls 

• Notify Lionheart of significant security incidents affecting 
organisational systems 

• Comply with contractual privacy and confidentiality 
obligations 

 
POLICY 

1. Acceptable Use of Organisation Owned IT Resources 

Lionheart provides IT resources to support the delivery of services, organisational 
operations, governance, fundraising and community engagement. All employees, 
volunteers, contractors and authorised users must use organisational IT resources 
responsibly, ethically and in accordance with this policy. All IT users must: 

• Use organisational systems primarily for legitimate work-related purposes 

• Exercise care to protect organisational equipment from loss, theft or damage 

• Use organisational internet access responsibly and lawfully 

• Avoid using organisational equipment for activities that may expose Lionheart to 
cyber security risks 

• Report suspected security issues immediately 

Lionheart reserves the right to monitor organisational systems where reasonably 
necessary to protect organisational information, investigate security incidents, comply 
with legal obligations or maintain system performance. 

 

2. Data Security and Privacy 

Protecting the privacy and confidentiality of information entrusted to Lionheart is a 
shared responsibility. All users must handle organisational information in accordance 
with Lionheart's relevant policy (see end of document) and legislative requirements. 

• All organisational and participant data must be securely stored and accessed 
only by authorised personnel using the organisation’s credentials. 

• All users must not share passwords or leave devices unsecured. 

• All users must securely dispose of confidential information when no longer 
required, according to Lionheart’s Record Keeping Policy. 
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3. Cybersecurity Measures 

Lionheart is committed to progressively strengthening cyber security in line with the 
Australian Signals Directorate Essential Eight Maturity Model. Robust cyber security 
controls include Multi-Factor Authentication (MFA), secure backups, operating system 
updates, restricted administrator access, password management, and cyber/incident 
monitoring. Additionally: 

• Anti-virus and anti-malware software must be installed and regularly updated. 

• Operating systems and software applications must be updated as soon as 
practicable following security releases. 

• Cyber security awareness training must be conducted annually. 

 

4. Artificial Intelligence (AI) 

Lionheart recognises that AI can improve productivity, communication and operational 
efficiency when used responsibly. AI must support, not replace, professional judgment, 
ethical decision making or human relationships. Approved AI tools are only paid 
subscription versions, with dedicated workspaces for Lionheart, with training public AI 
model settings switched off. 

 

Approved AI tools may be used for: 

• Drafting communications, improving readability, formatting documents 

• Brainstorming ideas 

• Summarising information 

• Administrative assistance 

 

AI must not be relied upon to: 

• Make clinical recommendations 

• Assess risk, make safeguarding decisions 

• Determine participant eligibility 

• Undertake screening or employment decisions for volunteers or staff 

• Replace professional judgment 

 

Users must not use, upload or enter confidential or sensitive organisational information 
into AI tools. This includes: 

• Participant information (including but not limited to names, case notes) 

• Team member information (including but not limited to screening assessment, 
personal details, names) 

• Donor information 

• Financial information 

• Board papers 
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• Passwords 

• Incident reports 

 

All AI generated content must only be used as an early draft or brainstorm. All content 
must be reviewed by a human, fact checked, edited and approved before publication or 
organisational use. 

 

5. Email and Communication 

• Organisational email accounts must be used for work-related communications. 

• Personal email accounts must not be used to transmit Lionheart-related 
information. 

• All content must be written in clear, inclusive, and trauma-informed language, 
avoiding clinical and/or technical jargon where appropriate. Accessibility 
standards, such as providing alternative texts, captions, and easy-read formats, 
must be upheld to ensure content is inclusive and accessible to everyone. 

• Employees should ensure that attachments are appropriate; links originate from 
trusted resources and that recipients are correct before sending confidential 
information. 

• The Spam Act 2003 (Cth) prohibits sending unsolicited emails and must be 
observed at all times. 

 

6. Social Media and Online Conduct 

When representing Lionheart online, employees, volunteers and contractors must act 
professionally and consistently with Lionheart's values. This includes interactions such 
as replying to comments on Lionheart's social media posts and replying to direct 
messages on Lionheart's social media platforms. 

• Employees and volunteers must not access, download, or distribute illegal 
and/or inappropriate content. 

• Employees and volunteers must not share confidential or sensitive information 
on social media. Refer to Our People Policy for disciplinary action procedures. 

• Only identified photographers (employees or volunteers) may capture images 
and videos at Lionheart programs, on an organisation issued device, wherever 
possible. Once images and/or photos have been stored securely on Lionheart’s 
approved document storage system, the individual employee or volunteer must 
delete the original image/video from their device. 

• Images, audio, or video of children involved in Lionheart programs must not be 
posted online without prior written media consent from their legal guardians. 
Employees and volunteers must ensure content respects the dignity and privacy 
of bereaved children and families. 

• Employees and volunteers are personally responsible for content they share on 
their social media accounts and need to ensure they avoid engaging in 
inappropriate behaviour, ensuring interactions are aligned with Lionheart’s 
values. 
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7. Online Fundraising, Websites and Digital Platforms 

Lionheart uses digital platforms to communicate with the community, receive donations 
and deliver services. All website, online fundraising campaigns and digital platforms 
must accurately represent Lionheart, comply with privacy obligations and fundraising 
legislation, align with organisational branding, and protect donor information.  

Before launching new online campaigns, appropriate approval must be obtained. 
Approval includes consideration of: 

• Organisational messaging 

• Fundraising purpose 

• Privacy, accessibility and security 

• Platform suitability 

• Consent for stories and images 

Website content should be reviewed regularly to ensure information remains accurate, 
accessible and relevant. 

 

8. Digital Assets and Domain Management 

Digital assets are valuable organisational resources. Lionheart will maintain a register 
of domain names, website hosting, cloud platforms, licences, fundraising platforms and 
social media accounts, AI platforms.  

Wherever possible, the following will be actioned: 

• Domain’s registered in Lionheart's name 

• Organisational email addresses used for registrations 

• MFA to protect administrative accounts 

• Automatic renewal enabled for critical domains 

Any changes to domain ownership, DNS settings or hosting arrangements require 
approval from the Operations Manager and/or CEO, in consultation with the Board 
where required. 

 

9. Remote Work and Bring Your Own Device (BYOD) 

Employees and volunteers using personal devices for work must ensure data security. 
Lionheart equipment should be prioritised for primary use whenever possible over 
BYOD. Where personal devices are used for organisation purposes (i.e. contractors, 
Board members, volunteers), users must: 

• Enable security on devices, using passwords or biometrics 

• Install security updates 

• Protect confidential information 

• Avoid using public Wi-Fi, unless VPNs are used when accessing organisational 
data remotely. 

• Immediately report lost or stolen devices containing organisational information  
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10. Incident Reporting and Data Breach Response 

Any suspected IT security incident must be reported immediately to the Operations 
Manager. Incidents may include: phishing attacks, malware, ransomware, lost devices, 
unauthorised access, accidental disclosure, compromised passwords. 

Serious breaches (such as but not limited to incidents involving child data or multiple 
users) must be escalated to the CEO and relevant Board Director within 4 hours for a 
coordinated response. 

Data breaches must be managed in accordance with the Notifiable Data Breaches 
(NDB) scheme under the Privacy Act 1988 (Cth). 

 

11. Technology Governance and Continuous Improvement 

Lionheart is committed to continually improving its digital maturity. Lionheart will: 

• Regularly review security risks and maintain technology risk registers. 

• Periodically review user access permissions and third-party technology 
providers and platforms. 

• Maintain accurate, up-to-date, and relevant information on its website and social 
media platforms to ensure clear communication with stakeholders and 
alignment with Lionheart’s mission, branding guidelines, and privacy obligations. 

• Website and social media updates should be reviewed regularly to ensure 
accuracy, accessibility, and compliance with applicable laws and best practices. 

 
 
PROCEDURE 

1. User Access and Account Management 

Lionheart will provide employees, volunteers and contractors with access only 
to the systems required for their approved role. 

• New User Access:  

o Before access is granted, the Operations Manager (or delegate) 
must approve systems access 

o User accounts are created using an organisational email address 
wherever possible 

o Access permissions are granted based on the principle of least 
privilege (minimum access necessary to perform the user’s 
responsibilities). 

• User permission must be reviewed at least annually, when a user's role 
changes, following extended least where appropriate, following any 
identified security concern. 

• When an employee, volunteer or contractor ceases their engagement with 
Lionheart, clear offboarding processes must be followed. This includes: 
organisational accounts must be disabled as soon as practicable, access to 
cloud services and other third-party platform must be removed, organisation 
devices return and passwords changed where necessary. 
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2. Information Classification and Storage 

Organisational data must be stored within approved organisational system and 
stored according to their classification: 

• Public (approved for public release): Website, brochure, social media 
posts 

• Internal (internal organisational use only): Internal procedures, meeting 
agenda, operational documents 

• Confidential (requires restricted access): Employee and volunteer 
records, financial information, donor information 

• Highly confidential (requires highest level of protection): Clinical and 
participant records, child safeguarding information, incident reports, 
Board confidential documents 

 

3. Password Management 

Users are responsible for maintaining secure passwords. Passwords must be 
unique to each system, not be reused across multiple services where practical, 
and not shared with other users. Administrative access and credentials must 
only be accessible by authorised staff. 

 

4. Cyber Security Controls 

Lionheart will progressively strengthen cyber security controls in alignment with 
the Australian Signals Directorate Essential Eight. This includes application 
control, application patching, operating system updates, Microsoft Office 
security, restriction of administrative privileges and MFA. 

 

5. Data Backup and Business Continuity 

Lionheart's organisational information will be regularly backed up to minimise 
the risk of data loss. The Operations Manager in consultation with Lionheart's IT 
Service Provider, will ensure backups occur automatically, are encrypted and 
periodically tested to confirm successful restoration. 

 

6. Artificial Intelligence (AI) and Online Platforms and Software Approval 

AI may only be used in ways that support Lionheart's mission, values and legal 
obligations. Approved AI must only be used, and any new approved tools must 
be considered and approved by the Operations Manager, taking into 
consideration privacy obligations, cyber security risks, data storage, 
organisation need, cost, security settings and compatibility with existing 
systems. 

Before implementing new software, online platforms or cloud services, Lionheart 
will complete a documented assessment. Considerations will include: 
organisational need, security controls, privacy obligations, overseas data 
storage, integration with existing systems, accessibility, costs, business 
continuity. 

Major organisational systems may require approval from the CEO and/or Board. 
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7. Website, Domain and Digital Asset Management 

The Operations Manager and Office Manager will maintain a register of 
Lionheart's Digital assets. The register will be reviewed at least annually or 
sooner when changes occur to providers or platforms. 

 

8. Updating website and social media accounts 

• Website Updates: Designated employees will review and update website 
content at least quarterly or as needed for major announcements. 

• Social Media Management: Posts must be planned, reviewed, and 
scheduled in accordance with Lionheart’s marketing strategy, with timely 
responses to interactions where appropriate. 

• Social Media Content: Designated employees will meet regularly to review 
and plan future content. 

• Monitoring & Review: Online content will be periodically reviewed to remove 
outdated information, correct errors, and ensure consistency across 
platforms. 

 

9. Incident Reporting and Data Breach Response 

• IT systems must be regularly updated and maintained by Board Director 
(IT) or identified Operational delegate. 

• Any cybersecurity threat, suspected hacking attempt, or unauthorised 
access must be reported immediately to the Operations Manager. 

• The response process will include: 

1. Immediate containment of the incident 

2. Initial assessment of affected systems and information 

3. Preservation of relevant evidence 

4. Notification to the CEO and/or Board where appropriate 

5. Assessment of obligations under the Notifiable Data Breaches 
Scheme 

6. Implementation of corrective actions 

7. Documentation of the incident 

8. Post-incident review to identify lessons learned and opportunities for 
improvement. 

 

10. Monitoring, Review and Continuous Improvement 

Lionheart is committed to continually improving its digital governance and cyber 
security capability. Findings from reviews may be incorporated into 
organisational risk management, operational and financial planning and future 
policy updates. 

 

REVIEW           

This policy will be reviewed annually or when significant IT security or legal changes 
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occur to ensure continued effectiveness and compliance. 

 

RELATED DOCUMENTS 

• Record-Keeping Policy 

• Confidentiality Agreement 

• Our People Policy 

• External Feedback Policy 

• Privacy Policy 

• Risk Management Policy 

• Fundraising and Donations Policy 

 

 

REFERENCES         

• Privacy Act 1988 (Cth) 

• Notifiable Data Breaches (NDB) Scheme 

• Spam Act 2003 (Cth) 

• Copyright Act 1968 (Cth) 

• Electronic Transactions Act 1999 (Cth) 

• ACNC Governance Standards 

• WA State Government Cyber Security Policy 

• Australian Signals Directorate (ASD) Essential Eight Maturity Model 

• Australian Cyber Security Centre – Small Business Cyber Security Guide 

• National AI Centre – Responsible AI resources 

• Institute of Community Directors – Acceptable Use of AI Policy template 

 
 
KEY CONTACT PERSON 
For further information please contact the Operations Manager by emailing 
enquiries@lionheartcampforkids.com.au.  

 
 
VERSION CONTROL 
 

Version Date Description of Changes 

1.0 11/04/2025 Initial policy 

2.0 05/08/2026 Comprehensive policy review incorporating cyber security 
governance, Artificial Intelligence governance, digital asset 
management, online fundraising governance, Essential 
Eight alignment, updated privacy requirements and 
strengthened digital governance framework. 
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